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Compliance Check Report
Order Number: SKY53810003704737
Delivery Date: Dec 2, 2025/ 3:13:43 AM

Service: Online

xOOM COMMUNICATIONS, INC.

HIGHLIGHTS ©

Identification MG (B3)

Details

Company Name Country/Jurisdiction
xOOM COMMUNICATIONS, INC. United States

Entity type
Business

Address
55 ALMADEN BLVD 95113-1608 SAN JOSE CA

Highlights RZRER

Number of matches 2
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Gradient Identified at least 1 category or subcategory
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COMPLIANCE CHECK

Input Information RER[EH

Name xOOM COMMUNICATIONS, INC.

Entity type BUSINESS

Address 55 ALMADEN BLVD 95113-1608 SAN JOSE CA
City SAN JOSE

Country United States

List Screening MREEHEER

Number of matches 2
Gradient Identified at least 1 category or subcategory
1. Zoom Video Communications, Inc. Score 0000

Match summary

Input information Source information
Name ZOOM COMMUNICATIONS, INC. @ Zoom Video Communications, Inc.
/\El:;‘\jgj: —n > =k\[/ X
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Match details 4B

Reason Category: Enforcement
Subcategory: Debarred

Entity date 2020-11-11
Entity type BUSINESS
Comments Source: United States,US-U.S. Federal Trade Commission

Offense: Prohibited from making misrepresentations about privacy and security practices for engaged in
deceptive and unfair practices - January 19, 2021.

Category: Enforcement
Subcategory: Debarred

Category: Enforcement
Subcategory: Fraud

Last updated: 2022-05-25

Profile Notes: According to U.S. Federal Trade Commission; February 01, 2021: On January 19,2021, Zoom
Video Communications, Inc was prohibited from making misrepresentations about privacy and security
practices for engaged in deceptive and unfair practices. The Federal Trade Commission finalized a settlement
with Zoom Video Communications, Inc., over allegations it misled consumers about the level of security it
provided for its Zoom meetings and compromised the security of some Mac users. The final order requires
Zoom to implement a comprehensive security program, review any software updates for security flaws prior
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to release and ensure the updates will not hamper third-party security features. The company must also
obtain biennial assessments of its security program by an independent third party, which the FTC has
authority to approve, and notify the Commission if it experiences a data breach. According to U.S. Federal
Trade Commission; November 09, 2020: Zoom Video Communications, Inc was required to implement a
robust information security program to settle allegations that the video conferencing provider engaged in a
series of deceptive and unfair practices that undermined the security of its users. Zoom has agreed to a
requirement to establish and implement a comprehensive security program, a prohibition on privacy and
security misrepresentations, and other detailed and specific relief to protect its user base. FTC alleged that,
since at least 2016, Zoom misled users by touting that it offered “end-to-end, 256-bit encryption” to secure
users’ communications, when in fact it provided a lower level of security. End-to-end encryption is a method
of securing communications so that only the sender and recipient(s) - and no other person, not even the
platform provider can read the content. In reality, the FTC alleges, Zoom maintained the cryptographic keys
that could allow Zoom to access the content of its customers’ meetings, and secured its Zoom Meetings, in
part, with a lower level of encryption than promised. Zoom'’s misleading claims gave users a false sense of
security, according to the FTC’s complaint, especially for those who used the company’s platform to discuss
sensitive topics such as health and financial information. In numerous blog posts, Zoom specifically touted its
level of encryption as a reason for customers and potential customers to use Zoom'’s videoconferencing
services. According to the FTC’s complaint, Zoom also misled some users who wanted to store recorded
meetings on the company’s cloud storage by falsely claiming that those meetings were encrypted
immediately after the meeting ended. Instead, some recordings allegedly were stored unencrypted for up to
60 days on Zoom'’s servers before being transferred to its secure cloud storage. Zoom is also prohibited from
making misrepresentations about its privacy and security practices, including about how it collects, uses,
maintains, or discloses personal information; its security features; and the extent to which users can control
the privacy or security of their personal information.

Addresses

Address

Postal code City State province district Country

- United States

691 S Milpitas Blvd 95035 Milpitas California United States
55 Almaden Boulevard 95113 San Jose California United States
IDs
ID type ID value
OTHER 0001585521
Additional information
Information Value Comment
type
OTHER Sourcesof http://search.sunbiz.org/Inquiry/CorporationSearch/SearchResultDetail?inquirytype=EntityName&directi
Record onType=Initial&searchNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F 160000014540&aggregateld=forp-f16000001454-
Information fa58e162-90a4-42f9-8839-051654941b26&searchTerm=Zoom%20Video%20Communications&listNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F
0014540
https://lei.report/LEI/549300T9GCHUOODOMO055
https://sec.report/CIK/0001585521
https://opencorporates.com/companies/us_fl/F16000001454
https://www.ftc.gov/enforcement/cases-proceedings/192-3167/zoom-video-communications-inc-matter
https://www.ftc.gov/system/files/documents/cases/1923167_c-4731_zoom_final_order.pdf
https://www.ftc.gov/system/files/documents/cases/1923167zoomcomplaint_O.pdf
https://www.ftc.gov/news-events/press-releases/2021/02/ftc-gives-final-approval-settlement-zoom-over-allegations-company
https://www.ftc.gov/system/files/documents/cases/1923167zoomcomplaint.pdf
https://www.ftc.gov/system/files/documents/cases/1923167zoomacco2.pdf
https://www.ftc.gov/news-events/press-releases/2020/11/ftc-requires-zoom-enhance-its-security-practices-part-settlement
2. Zoom Technologies, Inc Score 0000

Match summary

Input information Source information
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http://search.sunbiz.org/Inquiry/CorporationSearch/SearchResultDetail?inquirytype=EntityName&directionType=Initial&searchNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540&aggregateId=forp-f16000001454-fa58e162-90a4-42f9-8839-051654941b26&searchTerm=Zoom%20Video%20Communications&listNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540
http://search.sunbiz.org/Inquiry/CorporationSearch/SearchResultDetail?inquirytype=EntityName&directionType=Initial&searchNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540&aggregateId=forp-f16000001454-fa58e162-90a4-42f9-8839-051654941b26&searchTerm=Zoom%20Video%20Communications&listNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540
http://search.sunbiz.org/Inquiry/CorporationSearch/SearchResultDetail?inquirytype=EntityName&directionType=Initial&searchNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540&aggregateId=forp-f16000001454-fa58e162-90a4-42f9-8839-051654941b26&searchTerm=Zoom%20Video%20Communications&listNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540
http://search.sunbiz.org/Inquiry/CorporationSearch/SearchResultDetail?inquirytype=EntityName&directionType=Initial&searchNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540&aggregateId=forp-f16000001454-fa58e162-90a4-42f9-8839-051654941b26&searchTerm=Zoom%20Video%20Communications&listNameOrder=ZOOMVIDEOCOMMUNICATIONS%20F160000014540
https://lei.report/LEI/549300T9GCHU0ODOM055
https://sec.report/CIK/0001585521
https://opencorporates.com/companies/us_fl/F16000001454
https://www.ftc.gov/enforcement/cases-proceedings/192-3167/zoom-video-communications-inc-matter
https://www.ftc.gov/system/files/documents/cases/1923167_c-4731_zoom_final_order.pdf
https://www.ftc.gov/system/files/documents/cases/1923167zoomcomplaint_0.pdf
https://www.ftc.gov/news-events/press-releases/2021/02/ftc-gives-final-approval-settlement-zoom-over-allegations-company
https://www.ftc.gov/system/files/documents/cases/1923167zoomcomplaint.pdf
https://www.ftc.gov/system/files/documents/cases/1923167zoomacco2.pdf
https://www.ftc.gov/news-events/press-releases/2020/11/ftc-requires-zoom-enhance-its-security-practices-part-settlement
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Name Z0O0OM COMMUNICATIONS, INC. @ Z0O0M
Match details
Reason Category: Enforcement
Subcategory: Disciplined
Entity date 2020-04-03
Entity type BUSINESS
Comments Source: United States,US-U.S. Securities and Exchange Commission
Offense: Temporary suspended from trading in the securities for failing to file accurate information effective
March 26, 2020.
Category: Enforcement
Subcategory: Disciplined
Last updated: 2020-04-03
Profile Notes: According to U.S. Securities and Exchange Commission; March 25, 2020: The Securities and
Exchange Commission announced the temporary suspension, pursuant to Section of the Securities Exchange
Act, of trading in the securities of Zoom Technologies, Inc. (ZOOM) (CIK #0000822708) at 9:30 a.m. EDT on
March 26, 2020, and terminating at 11:59 p.m. EDT on April 8, 2020. The Commission temporarily suspended
trading in the securities of ZOOM because of concerns about the adequacy and accuracy of publicly available
information concerning ZOOM,, including its financial condition and its operations, if any, in light of the
absence of any public disclosure by the company since 2015; and concerns about investors confusing this
issuer with a similarly named NASDAQ-listed issuer, providing communications services, which has seen a
rise in share price during the ongoing COVID-19 pandemic.
Addresses
Address Postal code City State province district Country
- - - - China
Workers Stadium North Road 100027 Chaoyang District Beijing China
1209 Orange Street 19801 Wilmington Delaware United States
IDs
ID type ID value
OTHER 0000822708
Additional information
Information type Value Comment
OTHER Sources of Record Information https://lei.report/LEI/549300208TB653VN6979
https://sec.report/CIK/0000822708
https://www.sec.gov/litigation/suspensions/2020/34-88477-
o.pdf
https://www.sec.gov/litigation/suspensions/2020/34-88477 .pdf
Akas
Aka Category
Z00M NONE
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https://lei.report/LEI/5493002O8TB653VN6979
https://sec.report/CIK/0000822708
https://www.sec.gov/litigation/suspensions/2020/34-88477-o.pdf
https://www.sec.gov/litigation/suspensions/2020/34-88477-o.pdf
https://www.sec.gov/litigation/suspensions/2020/34-88477.pdf
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Legend

Matching Score legend

To identificate a subject and related match is necessary to take into account some aspects, like available details, AKA (also known as), language,
transliteration etc. This is the reasons why the assigned score shows how closely the input subject matched the screening list entity. The score is
not a percentage. 100 is the perfect match and 50 lowest listed in the report. 100 is the perfect match. E.g score of 90 indicates a closer match
than a score of 80.

5 Matching Score 100

4 Matching Score from 90 to 99
3 Matching Score from 80 to 89
2 Matching Score from 70to 79
1 Matching Score from 50 to 69

For any further explanations or information regarding this report, please write to CRIF Japan (Bizinfo.jp@crif.com) or contact your local
sales representative.
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